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Ransomware 
Tales



Cyberattacks
...happen too often.



100% of successful
cyberattacks were not 

detected in time, or at all. 



Most major attacks

Reconnaissance

• IP scanners

• Share renumeration 

• Backup identification

• Data locations 

• Cyber insurance policy

• Bank statements

Initial access

• RDP 

• Remote access tools

• Reverse Shell 

• Vulnerabilities

• VPN

Delivery

• Living of the land

• Software deployment tools

• Group policy often used

• Execution of ransomware file

• Remote encryption



Ransomware Tales
• Composite events

• Based on real events

• Details to hide identity changed

• Some details exchanged 



Composite case 1



Composite case 1

System overview

• 2 Windows File Servers

• 3 Active Directory Servers

• 300 Windows Workstations

• 15% remote workforce 

• 2 physical sites

Organization

• Manufacturing company

• 400 plus employees

• U.S. Based 

• 90M in revenue

Security stack

• EDR + MDR

• Patches installed using RMM

• No open ports on the internet 
except MS Exchange on 443

• 1 internal I.T. Person

• External MSP to manage security



Composite case 1
What happened?

Initial access

Link in a Word 
document.

www.badsite.com

Download a RAT.

RAT talks to C2.



Composite case 1
What happened?

Recon

IP scan of network using in 
memory tool Born2BeRoot.

Born2BeRoot Active Directory
Brute force for password 

using net use.

Connect to AD server 
using RDP.



Composite case 1
What happened?

Delivery

GPO was created. IP scan of network 
using in memory tool 

Born2BeRoot.

PowerShell script 
downloaded and ran 

ransomware file. 



How to avoid?
Composite case 1



Composite case 1
How to avoid?

Initial access

Link in a Word 
document.

www.badsite.com

Download a RAT.

Allowlisting

RAT talks to C2.

Allowlisting



Recon

Monitor GPO creation with 
EDR/SOC.

Born2BeRoot Active Directory
EDR should monitor for 

incorrect credentials.

Ringfencing
ThreatLocker® Detect

Network 
Control

EDR should monitor 
for incorrect 
credentials.

Composite case 1
How to avoid?



Delivery

Monitor GPO creation 
with EDR/SOC.

PowerShell script 
downloaded and ran 

ransomware file. 

ThreatLocker® Detect

Monitor GPO creation 
with EDR/SOC.

Ringfencing Allowlisting

Composite case 1
How to avoid?



Composite case 2



Composite case 2

System overview

• Windows File Servers

• Active Directory Servers

• 1000+ Windows Workstations

• 100+ medical devices

Organization

• Healthcare organization

• 1000+ plus employees

• Global presence

• 500M in revenue

Security stack

• EDR + Firewall

• Patches manually updated

• Internal I.T. and Security Teams



Composite case 2
What happened?

Initial access

Exploited 
vulnerability in VPN.

Connected to RD Server



Composite case 2
What happened?

Recon

Scanned for vulnerable 
endpoints and deployed 

reconnaissance tools.

IP Scanner. Identified the database 
of records and medical 
equipment connected 

to the network.



Composite case 2
What happened?

Delivery

Single AD server, used 
EternalBlue exploit.

Push install using UNC 
ransomware. 



How to avoid?
Composite case 2



Composite case 2
How to avoid?

Initial access

Exploited 
vulnerability in VPN.

Connected to RD Server

Patch Management
Network Control



Recon

Scanned for vulnerable 
endpoints and deployed 

reconnaissance tools.

IP Scanner.

Allowlisting
Identified the database 
of records and medical 
equipment connected 

to the network.

Ringfencing  
Allowlisting

Composite case 2
How to avoid?



Delivery

Single AD server, used 
EternalBlue exploit.

Push install using UNC 
ransomware. 

Ringfencing Allowlisting

Composite case 2
How to avoid?



Write unique code

















Use existing 
software



Every time you open 
software on your computer

That software can access 
EVERYTHING you can.





The Ducky challenge











• LYRA Group

• 200 Customers

• Range from 20 Endpoints to 5000

• 10K+ Endpoints

Organization​



How did you hear 
about ThreatLocker®?

• Very large client got hit by a patched Exchange Server 
Vulnerability 
- deployed ransomware using C$

• Client had EDR, various security tools

• CEO found ThreatLocker® and asked CISO to investigate



Initial interaction 3HR

• Demo of ThreatLocker®

• Ran a live PoC 

• Deployed and let ThreatLocker® learn for 2 weeks 

• Learning cataloged all software, and matched to 
built-ins

• Did a simulation and locked down after 2 weeks



What did deployment 
look like?

3HR
Per week

• Deployed using RMM. 
o Multiple customers. 

o Auto Mapped on RMM

• Had a call with ThreatLocker® SE once per week

• Scripting from Automate from a bit of problem.  

• Locked down all endpoints over 4 months



How much time do you spend 
on ThreatLocker®?

40HR

2HR

1HR

1HR
After ramp up, he moved TL to alerts guy. 
If he had problem to use Cyber Hero® Team

Started with 80 tickets per week

Down to 10 per week now

Took time to Cyber Hero® certify 3 engineers

30"        "seconds 
per ticket.



How much time do you spend 
on ThreatLocker®?

0
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Other notes
• During onboarding, found keylogger and AnyDesk deployed 

• Unified Audit: 
• Used multiple times to clear someone from SLED Investigations, and once to 

condemn. 

• Helps, sees reads, writes, deletes and data access. 

• Send alerts on high volume of deletes

• QuickBooks Fake Support 



• MSP, LYRA Group

• 200 customers

• Range from 20 endpoints to 5000

• 10K+ endpoints

Organization​



• 15,000 Organizations

• Nearly 1M endpoints

• Range from 5 Endpoints to 70,000

Organization​



Storage Control

Allowlisting

Network Control

Ringfencing Elevation Control

CommunityThreatLocker®

Detect
Configuration

Manager

ThreatLocker
Web Control

ThreatLocker
Patch Management

ThreatLocker
Insights

ThreatLocker
User Store

ThreatLocker
Cloud Control

Platform
What’s new



First 100 days 
in office plan 
 Stop as many cyber attacks at 

possible
 Make the life of cyber criminals as 

difficult as possible
 Without killing the I.T. departments 

approval rating



threatlocker.com

Register for the webinar series

100 Days to secure 
your environment
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